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Aims
1. formal semantics of programmer-visible

behaviours

2. build support tooling

3. Use semantics to reason about code
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Modelling : TLDs and
walkers

7. Clarify Architecture

2. Extended Arm Axiomatic model

3
.

Isla- axiomatic tool
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Architectural Design Questions
- Physical/virtual coherence - Micro TLBS

- Spontaneous translation - Multi - copy atomicity
table walks

_ ETS

-
Coherent TLB fills

- Break -before -make

-
Re - ordered translations

_
write forwarding

- In -order
walks - TLB Shootdown

- Speculative translations - AS IDs and

VMIDS
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Example : instruction reordering

init :X ↳ NULL

""" ° """ ^

[ "
""""±" " "

store ptccxt.newf.ro ← load × ↓po
r
, ← load × [

↳→ Faulttfr

Outcome : to sees new
r
, sees old

allowed
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isla- axiomatic
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More examples : TLBS

init : ✗ ↳ old tfr >W ptecx)=New
-

- - -
-

store ptecxt- New ↓ Po
DSB.si

ISB | Is → RPA

to ← Load ×

Outcome ro sees oldallowed
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More examples : TLB maintenance

init : ✗ told
>W ptecx) =New

-
- - -

-

store ptecx)= New

DSB _SY >
TLBI

Tua ×

↓III.:
"

DSB .
SY

ISB
to ← Load ×

Outcome : ro sees old forbidden
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More examples : Breaking

init xi→p
1 Ytp

{
" """" ""

"←"" "
store ptecxt.NU to ← loud ×
DSB -54 tuff
TLB ' ✗

DSB - SY ↓ fence
store g--42

}
Wy/p=42

Outcome 8=42

forbidden
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An aside : clarifying the architecture

experiment→
discuss

tests ↓
update[

investigate/
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PKVM
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Credit : Will Deacon , Google 2020 @ KUM Forum
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* Credit : will Deacon Kvm Forum 2020



Recap

clarify architecture

Formal semantics

Tooling
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