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let speculative =
cbrl
addr; po

I
Ma!mn-orde red-before x)

(*+ observed by )
let obs = rfe | fr | wco

*I oﬂr d-before T

and translate *)

(* ordered-before TLBI *)

(* context-change ordered-before x)

(* ordered-before a translation fault )

33

R e

* ETS-ordered-before x)

(* dependency-ordered-before )
let dob =

addr | data

| speculative ; [W]

| addr; po; [W] .
| (addr | data); rfi Clwon_g'

(* atomic-ordered-before *)

let aob = rmw
| [range(rmw)]; rfi; [A | Q] /:

(* barrier-ordered-before *)
let bob = [R] ; po ; [dmbld]
| (W] ; po ; [dmbst]
| [dmbst]; po; [W]
| [dmbld]; po; [R|W]
I
I
I

[L]; po; [A]
[A | Q]; po; [R | W]
(R | WI; po; [L]

(* Ordered-before *)

e L | > |
_ )A+ - — — - =

(* Internal visibility requirement =) | .

acyclic po-loc | fr | co | rf as internal A OMj
(* External visibility requirement x) ”‘i‘\
irreflexive ob as external \Aé:rf”’

(* Atomic requirement x)

empty rmw & (fre; coe) as atomic '
(* Writes cannot forward to po-future translates x)

~ -
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identity 0x1000 with code;

[thread.0]
init = {}
code - nun
STR X0,[X1]

[thread.0.reset]
RO
R1

"pte3(x, page_table base)"

[thread.1]

init = {}

code - nmun
LDR X2,[X1]
MOV X0,X2
LDR X2,[X3]

"N

[thread.l.reset]

Rl — llxll

R3 - llxll

VBAR_EL1 = "extz(0x1000, 64)"

" Obo "
"0b00"

"PSTATE.SP"
"PSTATE.EL"

[section.threadl_ell handler]
address = "0x1400"
code = LU L)

MOV X2,#0

MRS X13,ELR_EL1l
ADD X13,X13,#4
MSR ELR_EL1,X13
ERET

[final]
assertion = "1:X0=1 & 1:X2=0"

Litmus file ~

"desc3(y, page_table base)"

@ isla-axiomatic.cl.cam.ac.uk/#

m W / aarch64-vmsa-strong ~

Memory model ~

Sail architecture (aarch64-vmsa) ~

1 Slg — OXiomatic

O EventGraph x

QR Q

Thread 0

e > [, Relations~

«— 1of1 —

a: str x0, [x1]: W s1:13pte(x) = s1:13desc(y)

h % 0@ :

Options ¥  Share ~

O

T T |-

 Initial State
e ——————
wf  al:Ts2Dpte(x) & a2: 1dr x2, [x1]: R pal = 0x1

Y

b2: 1dr x2, [x3]: Fault

c: eret "
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1. Initialization 2. Boot 3. Runtime

Verified De-privilege Load
Boot Kernel Modules

Kernel uptime

oo [ (NG v o vt

android

Cred¥: will Veawon, fogle 1070 @  Kum torum



Normal world

Secure world

0 3
(GKI) (GKI)
EL2 Protected KVM

|
Trusted W Trusted Trusted Trusted
hELD !
sEL1 Trusted OS Trusted OS *

SEL2 Trusted Partition Manager / Hypervisor *

EL3 Firmware / Secure monitor
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