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Abstract

Computer security relies on systems code to correctly man-
age the underlying hardware, in particular the virtual mem-
ory mechanisms used to enforce controlled sharing between
processes and virtual machines. This management requires
delicate synchronisation around page table accesses, to han-
dle the subtle relaxed concurrency phenomena of virtual
memory. These are not supported by conventional testing,
semantics, or verification methods, so systems programmers
have nothing but code review by domain experts to ensure
correctness of these software components.

We present a lightweight technique to find bugs caused
by insufficient virtual-memory synchronisation, based on
a novel sound abstraction of the underlying relaxed hard-
ware architecture semantics, specialised to a particular pro-
gramming discipline used by systems code that is efficiently
checkable at runtime. We implement this technique in a tool,
Casemate, which can be integrated as a monitor into sys-
tems code, or as a standalone offline checker over logs. We
apply Casemate to production systems code: Google’s pKVM
hypervisor for Android, systematically covering its virtual
memory management code. Casemate successfully finds a
variety of synthetic TLB synchronisation bugs, and (to date)
one subtle security-critical real bug, which was fixed before
release. We found another real TLB synchronisation bug
while working on the system, also fixed. We give a pen-and-
paper proof of the soundness of the Casemate model with
respect to the underlying Arm-A semantics.

1 Introduction

Computer security relies on the protections provided by
systems code, especially the controlled sharing provided by

operating systems and hypervisors. These manage the archi-
tectural virtual memory support of the underlying hardware,
to map the virtual addresses used by different processes or
virtual machines to disjoint-by-default regions of physical
memory, thereby bounding the potential effects of buggy or
malicious code. Ensuring that they do so correctly is thus
crucial, but also very challenging, in several ways.

First, it is intrinsically a racy concurrency problem. Ad-
dress translations, from virtual to physical addresses, are
defined by page tables in memory. Each programmer-visible
memory access, to some virtual address, requires the hard-
ware to read the currently enabled page tables in memory
or in cache to compute the corresponding physical address.
Systems code manipulates the page tables for its own address
space which contains its own code and data, and for the ad-
dress spaces of virtual machines and user processes. It would
be infeasible to stop the world while it does so, and so these
page table writes race with the hardware translation table
walks which access the same in-memory data structure.

Second, it is intrinsically a relaxed systems concurrency
problem. Modern hardware is aggressively pipelined, with
out-of-order and speculative execution, and with extensive
caching and buffering of memory. For normal memory ac-
cesses, caches are coherent, but for translation-table-walk
accesses, the caches, called TLBs (Translation Lookaside
Buffers) must be kept in sync by the programmer. Translation-
table-walk reads are far more common than writes to those
tables, so TLBs are typically not coherent by default: writing
to a page table does not guarantee that subsequent mem-
ory accesses use the new address mapping. The systems
programmer must use explicit TLB invalidation instructions
(TLBIs), and various barriers, to ensure proper removal of old
cached entries. In the Arm-A architecture, this must be done
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before creating new mappings, following a Break-Before-
Make (BBM) discipline. A failure to properly clean the TLB
can lead to memory pages being transiently visible to the
wrong process, violating the core security guarantee of the
hypervisor or OS.

Third, defining precisely the architecturally-allowed re-
laxed behaviour has, until recently, been beyond the reach
of mathematical models, and not fully understood even in
non-mathematical ways. Extensive research has put ‘user’
relaxed concurrency on a solid footing, e.g. [1-3, 5-7, 12, 20—
22, 25, 26, 28, 31, 43—48, 54], but that did not touch on ‘sys-
tems’ relaxed concurrency. Recent work by Simner et al.
[53] developed semantics for Arm-A instruction fetch and
instruction-cache maintenance, and Simner et al. [51] and
Alglave et al. [4] developed semantics for Arm-A virtual
memory. These models have been developed and validated
by a combination of experimental testing and discussions
with the Arm chief architect. While doubtless still subject to
change, they finally provide a reasonably solid foundation
for these aspects of concurrent systems code — but they are
very complex, and there is no testing or verification theory
above them beyond tooling for litmus tests.

All this makes it hard to gain assurance in the correctness
of virtual memory management using conventional testing,
conventional static analysis, or conventional verification.
Conventional runtime testing will typically not reveal in-
correct synchronisation bugs, as the relevant architecturally
allowed relaxed hardware behaviour may be exhibited only
rarely, or only on some hardware implementations, and test-
ing that memory is not transiently incorrectly exposed re-
quires accessing that memory in exactly the right time win-
dow. Conventional static analysis and verification techniques
almost all assume sequential or sequentially consistent (SC)
interleaving semantics, e.g. in the seL4 proof [49]. The Arm-
A architecture (much like RISC-V and IBM Power) is very
much not SC, even for ‘user’ concurrency: it allows relaxed
behaviours that are especially problematic for reasoning.
Previous efforts in kernel and hypervisor verification have
made some progress towards this goal, e.g. SeKVM [39, 40]
appeals to a write data-race-free (WDRF) property, which
gives a bound to the behaviour of the virtual memory sys-
tem under some race freedom assumptions over pagetables.

We leverage the recent semantic understanding of re-
laxed virtual-memory management concurrency to develop
a broadly similar property that is a provably sound abstrac-
tion over the architecture. We use this abstraction to create
a runtime tester, Casemate. This tool tests whether software
follows the BBM discipline required by the architecture when
changing the memory mapping. We do this in a way that ap-
plies in a lightweight way to production systems code, requir-
ing minimally invasive instrumentation, with no change to
the logic of the original program. We demonstrate its efficacy
by applying it to Google’s pKVM hypervisor, used to enforce

isolation between the Android Linux kernel and guest vir-

tual machines - protecting the latter from post-initialisation

kernel compromises, and vice versa. pKVM is developed in

the Android Linux kernel tree, in C and Arm assembly, and

has been deployed since Android 13 [18, 27, 35, 42].
Contributions:

e We develop Casemate, a tool for Concurrent Archi-
tectural System-level Monitoring and Testing, which
detects synchronisation errors in the management of
page tables, and in particular BBM violations. Case-
mate is a monitor, checking that the program sticks to
some safe set of behaviour, including BBM and lock-
ing disciplines. Internally, Casemate tracks the state
of each individual entry of the page tables with a sim-
ple automaton. It relies on the fact that well-behaved
systems code follows a particular discipline in manag-
ing the hardware mechanisms. However, to account
for the relaxed behaviour described above, and for
the hierarchical nature of page tables, these automata
interact in subtle ways with those of their parents
and children, and depend on each entry’s reachability
history.

e We implement Casemate as a practical runtime online
monitor, in C and integrated with (but not disrupting)
the code of the hypervisor, and with sufficient perfor-
mance to run in pKVM’s usual QEMU development
and test environment, without disrupting its execu-
tion. We exercise it over a custom suite of tests (§4).
Because Casemate checks the intensional discipline,
not just end-to-end memory-access violations, it can
find bugs without massive test runs.

e This checking found a security-critical TLB synchroni-
sation bug in pKVM, which transiently exposed mem-
ory to the wrong virtual machine (§5.3). This was
reported to the Google development team and fixed
before release. Development of Casemate also found
another synchronisation bug, during the initial hand
off between Linux and pKVM.

e We give a precise, self-contained definition of Case-
mate by mechanising it in Rocq in a way that supports
extraction to an executable offline checker, which
checks logs from the production hypervisor instru-
mentation (§4.2). This identifies the same bugs.

e We ground Casemate more formally by giving a pa-
per proof that the mechanised version of Casemate
is sound with respect to the axiomatic relaxed vir-
tual memory model of Simner et al. [51] (§6) and the
definition of BBM.

Hypervisors and other system code rely on programming
models that embody multiple simplifications above the un-
derlying hardware architecture, providing fictions of virtual
memory (with mapping on demand, and disjoint-by-default
address spaces with controlled sharing between different
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virtual machines), Harvard-architecture machines (with link-
able programs rather than arbitrarily self-modifying code),
and high-level languages and their concurrency models. En-
suring that they do so correctly, above complex modern
architectures, is a major open problem — and work of the
kind we report on here is a necessary step along that path.
This work also serves as an example of a lightweight formal
approach to systems code assurance, using formal models for
pragmatic and practical testing rather than all-or-nothing
verification.

Note: the testing infrastructure we use here was developed
primarily for a related paper under submission, and reported
there [10]. Both papers target the same hypervisor, but are
otherwise distinct: this focusses on TLB synchronisation
disciplines, while that on top-level functional specification.

2 Background
2.1 Arm virtual memory

The Arm-A virtual memory architecture, defined in prose
in the Arm architecture reference manual [11, Ch. D8], is
complex. Here, we summarise the key aspects for a common
configuration, to understand how pKVM enforces isolation.

Address translation. Virtual memory indirects the pro-
gram’s accesses use through a memory management unit
(MMU), which both translates virtual addresses (VA) used
by the program into a hardware physical addresses (PA), and
checks for permissions. These mappings are determined by
in-memory data structures consisting of trees of tables (as
in Fig. 1), the page tables. On Arm-A, particular system reg-
isters, Translation Table Base Registers (TTBRs), hold the
physical addresses of the roots of the current mappings. Each
table is an array of page table entries (PTEs), each of which
encodes the mapping for a contiguous region of the domain.
Each entry is either an invalid descriptor, which means that
the translation function is undefined for that input region
(those virtual addresses are ‘not mapped’), or a valid descrip-
tor, which either encodes the output physical addresses and
permissions for that region, or points to another table that
defines the translation for the fragments of that region. In a
typical configuration, for example the one that Linux uses,
the tree is of height at most four, with 4K pages and 48-bit
addresses, but this is configurable.

For each data or instruction-fetch memory access by the
program, the hardware does a translation table walk (if not
cached) to translate the virtual address which the program
requested to access. This gives, either: a physical address,
which can be used to access that location of physical mem-
ory; or a translation fault, if the virtual address was not in
the domain of the translation, and thus is unmapped; or a
permission fault, if the translation did not give permission to
do the requested access. Such faults are reported back to the
processor and are taken as processor exceptions.

VAH ignored \ a \ b \ c \ d ] e |
TTBR— & — b —
[TITITT..T | E!H\H..l [ [TTTTTTTITT. 0
OA, perms

Figure 1. A sketch of a translation table walk, with an input
virtual address and page tables (in )- The input address
is split into slices (a—e), which are used as indices into the
nested tree of tables. We show one entry of each kind: an
invalid entry in hatched magenta, a valid leaf in dotted X
and table entries in solid purple.

Process isolation. In this paper, we focus on the use of
virtual memory to implement isolation with controlled shar-
ing. Operating systems typically maintain page tables for
each process. When context switching from one process to
another, the kernel switches to that process’s page table, by
writing its root address into the appropriate TTBR regis-
ter. This gives each process its own translate function. Pro-
cesses can then be controlled by ensuring that their physical-
memory ranges are disjoint except where otherwise desired.

Virtualisation. Hypervisors like pKVM follow a similar
scheme: they maintain page tables for each virtual machine.
By ensuring VM’s physical memory ranges are disjoint ex-
cept for controlled sharing, isolation between VMs is guaran-
teed. To allow each VM to perform proccess isolation, Arm-A
enables multiple stages of translation: the address of a process
running in a VM is first translated into the physical address
in the address space of that VM, called intermediate-physical
address (IPA). The IPA is then translated into physical address
(PA). The guest’s OS manages the first stage of translation
and the hypervisor manages the second. This composition of
translations allows hypervisors to enforce controlled isola-
tion between whole virtual machines and switching between
them, while letting each virtual machine manage isolation
among its processes.

2.1.1 TLBs. Hardware translation table walks, especially
with multi-stage translation, quickly become expensive. On
Arm, translation tables are typically up to depth four, and
each of the four accesses of the first stage of translation
accesses an IPA which must itself be translated, and the IPA
resulting from this first stage must itself also be translated. In
total, this gives up to twenty-four separate memory accesses
per translation table walk, for every instruction fetch, read,
or write, that the program performs.

To alleviate pressure on the hardware walker and memory
subsystem, processors aggressively cache translation table
walks in TLBs. These can cache both complete end-to-end
translations, from virtual to physical, and partial translation
table walks. The caches are indexed by virtual machine iden-
tifiers (VMIDs) and by user address-space identifiers (ASIDs),
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so that context switching does not require the invalidation
of the whole TLB. On Arm, TLBs are only allowed to cache
translations of addresses which are mapped. Translations
of addresses which are not mapped (and thus result in a
translation fault) thus must result from reading an invalid
descriptor directly from memory. Out-of-order and specula-
tive execution means that the architecture must allow TLB
caching from any legal walk at any time, e.g. for speculative
instructions and prefetchers, not just architecturally accessed
virtual addresses.

2.1.2 Break-before-make. TLBs can cache multiple non-
conflicting translations for the same input address, for ex-
ample translations leading to the same output address but
with different permissions. However, if a TLB contains two
conflicting translations for the same input address (and the
same VMID or ASID), for example resulting in two differ-
ent output addresses, the behaviour of the process or VM
becomes ‘constrained unpredictable’. This means the archi-
tecture guarantees almost nothing on what it is allowed to
do. In particular, its normal memory accesses are not con-
strained by its page table, and are not even guaranteed to
be coherent. Software has to avoid this at all costs, and one
therefore needs to ensure that whenever there is a write to a
potentially reachable page table entry, it and its children are
not in conflicting states, even transiently. The exact details of
what need to be done to ensure this are architecture-specific,
and are significantly different for Armv8+, on which we fo-
cus, than for x86 and previous versions of Arm. Concretely,
it requires that page table updates follow break-before-make:
when updating the translation, one must first break the map-
ping: write an invalid descriptor to a page table entry, and
then ensure that no TLB caches an outdated translation based
on the old valid descriptor, by using the provided TLBI (‘TLB
invalidate’) maintenance instructions with enough barriers
to order them. All TLBs need to be cleared of the old valid
descriptor for that page table entry before one can make the
new mapping: write the new valid descriptor to the page
table entry.

The basic idea of Casemate is to track, for each page table
entry, how far through the break-before-make protocol it is.
However, there are many subtleties one has to deal with.

Fine-grained TLBIs. Arm provide a family of TLBIs with
different scopes along different axes, and accordingly dif-
ferent costs: by virtual address, by virtual machine identi-
fier, by intermediate physical address, invalidate one or all,
broadcast or non-broadcast (for comparison, x86 only has
non-broadcast), etc. For performance, invalidation typically
involves a combination of several fine-grained TLBIs that
match the specific scenario: there is no simple canned se-
quence of instructions used in all scenarios. For example, to
invalidate compound VA-to-PA mappings, invalidating by VA
(as opposed to by a TLBI all) requires, ordered between the
start of the invalidation via the write of an invalid descriptor

and the end of the invalidation via the write of a valid de-
scriptor, a TLBI by IPA ordered before a TLBI by VA. Properly
ordered, the TLBI by IPA ensures that the TLBs do not cache
IPA-to-PA mappings from which they could reconstruct a
VA-to-PA mapping; and the TLBI by VA then removes the
VA-to-IPA and compound VA-to-PA mappings. These TLBIs
are, by themselves, neither ordered with memory accesses,
nor ordered with each other, and so order needs to be im-
posed. This typically involves inserting, in between any two
elements of this sequence, an expensive Data Synchronisa-
tion Barrier (DSB) — and potentially even more events if the
sequence is split across multiple cores.

This top-down explanation of how to use TLBIs is decep-
tively simple: in practice, systems code batches these expen-
sive DSBs and TLBIs, which hides the specific context of
each individual invalidation. This makes selecting the appro-
priate flavours of TLBIs challenging, and makes maintaining
code which uses TLBIs to account for change of responsibili-
ties within the codebase significantly error-prone, even for
experts — as illustrated by the bugs we identified (§5.3).

In this paper, we only consider broadcast TLBIs, which
affect all cores.

2.1.3 Complexity of TLB maintenance. TLB mainte-
nance requires subtle synchronisation around page table
updates, for several reasons: Page tables are hierarchical,
and invalidating an entry cannot be done without consid-
ering the state of its children. TLBs only store entries that
were reachable by the MMU, so software needs to keep track
of what has been reachable, to know what it can safely over-
write. Page tables are a priori global state, but hypervisors
like pKVM treat some parts thread-locally, and this owner-
ship needs to be tracked. On top of that, there are standard
relaxed memory concerns, in particular that accesses to page
tables can be reordered with each order, which are com-
pounded by virtual memory: writes to page tables race with
the MMU reads, which cannot be stopped.

Even ignoring violations of break-before-make, the re-
laxed behaviour of Arm’s virtual-memory systems architec-
ture is complex: the translation table walks for different in-
structions may happen out-of-order, not necessarily adjacent
to the associated explicit access; and threads may have mul-
tiple micro-TLBs, caching distinct values for given addresses,
enabling software to ‘see’ old translations even program-
order-after instructions that saw more recent ones — TLBs
are not coherent. Translation table walks can happen even
for speculative instructions, except that such speculative
walks cannot read-from writes which are also speculative.
TLB caching is indexed by process address space identifiers
(ASIDs) and virtual-machine identifiers (VMIDs), so that con-
text switching need only change the ASID or VMID rather
than flush all the TLBs. Each of these concerns, and others,
adds significant complexity to any architectural model of

386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440



441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466

468
469
470
471
472
473
474
475
476

478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

Abstract hardware to catch concrete bugs

Protected VM)
ELO

EL1
EL2
EL3

Figure 2. Architecture of pPKVM
(https://source.android.com/docs/core/virtualization) .

relaxed virtual memory [4, 51], which has to describe the
architectural guarantees for arbitrary software.

For example, having no synchronisation between sequen-
tial writes to the same tree of translation tables does not,
as long as the entries were initially invalid, require break-
before-make: this is architecturally permitted, but would
mean a translation table walk to see any combination of the
possible trees induced by those writes [52, §A.7.2.1], a situa-
tion software would likely want to avoid. Those translation
table walks may be performed out-of-order with respect to
others in the same thread, potentially with other events inter-
posing between the translation table walk of one instruction
with its respective explicit access — although proper TLB
maintenance ensures that this microarchitectural behaviour
is not visible to the programmer [52, §A.4.1.6].

Simner et al. [51] and Alglave et al. [4] give formal seman-
tics to Arm-A’s relaxed virtual memory, covering different,
but overlapping, aspects of the architecture: the first covers
multiple stages and levels of translation, whereas the second
covers hardware updates to access flags and dirty bits. Both
are typical ‘axiomatic’ memory models. Casemate is agnostic
to any particular choice of underlying formal model — as it
should be a sound abstraction over any correct architectural
definition — although we will use the former for proof, as it
is the most complete w.r.t multi-stage translation.

2.2 An example modern hypervisor: pKVM

Protected KVM, abbreviated pKVM, is a new hypervisor writ-
ten by Google for Android, to protect components managing
sensitive data from the Android Linux kernel, and vice versa
(see Fig. 2). It has been shipped with Android since version
13 in 2022, and remains in active development.

Arm-A supports multiple privilege levels, known as ex-
ception levels, from ELO to EL3. ELO is typically for user
processes, and EL1 for operating-system kernel execution.
pKVM runs at EL2, one privilege level higher than the An-
droid kernel itself. Below pKVM, at EL3, is typically the
the hardware-specific firmware, and other hardware secu-
rity features such as Arm’s TrustZone, which are outside
pKVM’s domain. pKVM has an intentionally limited scope:
it does not deal with scheduling (which it delegates to the

Android kernel), nor with the file system, nor with most in-
terrupts. It supports protected virtual machines (VMs) which
are isolated, not just from each other, but also from the base
Android kernel (in contrast to KVM). It also allows for ex-
plicit, controlled sharing of memory where needed, exposing
a small API of hypercalls to the kernel and guest VMs to let
the kernel start and manage VMs, and to share or donate
pages among them. pKVM is implemented as part of the
Arm port of the Linux kernel, in Linux-kernel C code with
Arm embedded assembly for TLBI instructions and barriers.

pKVM maintains Stage 2 translation mappings, for the
kernel and for each VM, and a Stage 1 translation mapping for
its own execution. The hypercalls and MMU fault handlers
modify these mappings. To do this safely, the code must
follow the break-before-make discipline discussed informally
above. Failure to do so would allow, for example, a virtual
machine to access memory it does not own, resulting in a
security breach.

3 Casemate

The full architectural virtual memory models are written
in a form that makes them challenging to check directly.
They take a complete whole-program candidate execution,
construct multiple large relations between the events of that
execution, and then perform acyclicity and emptiness checks
over those relations.

pKVM, and likely much systems software, avoids much of
the complexity of the virtual memory systems architecture
(VMSA) by following a clean programming discipline when
manipulating page tables. For example, it avoids racy writes
to the page tables, and complex divisions of responsibility
for maintenance of page tables.

By enforcing such a discipline we can construct a sim-
pler model, which is operational in nature, updating its state
incrementally step-by-step. We can then check that the pro-
gram is respecting the discipline at each step, stopping early
if a violation is discovered.

The key observations of this paper are:

1. by capturing a reasonable programming discipline and
the invariants it enforces, we can build a considerably
simpler model which avoids these concerns; and

2. this requires one to keep track only of a limited subset
of the most-recent writes, TLBIs, and barriers to the
translation tables, and hence we can make these mod-
els effectively testable, in on-line or off-line checkers.

Casemate’s model is then a sound abstraction of the un-
derlying Arm architecture, specialised to the usage discipline
implicitly followed by systems code. At its core, Casemate
keeps track of the logical state of page tables to ensure they
are edited as expected, and in particular that there are no
break-before-make violations, flagging when one occurs.

We explain Casemate informally in the rest of this section.
We describe its implementation as an online checker in C
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STATE_PTE_INVALID write valid:

‘make’

,,,,,,,,,,,,,,,,,,,,,,, write invalid:
 STATE_PTE_INVALID_UNCLEAN start ‘break’

Figure 3. Per-PTE global TLB state automaton.

in (§4). We illustrate its ability to uncover bugs, applying
it to pKVM (§5.3). We sketch its formalisation (which also
generates an off-line checker) (§4.2) and its pen-and-paper
soundness proof (§6). Finally, we describe our testing and
coverage infrastructure (§5).

3.1 Tracking break-before-make

Looking at the events comprising an individual instance
of break-before-make for an individual page table entry in
isolation is already challenging. Figuring out which TLBIs are
appropriate for which part of which method of invalidation
(as described in §2.1.2) is error-prone, and spotting mistakes
when updating with changes to which code is responsible
for which synchronisation is doubly so.

Moreover, when looking at the code, the components of
break-before-make are typically shared between multiple en-
tries (to amortise the cost of these expensive operations), and
spread over multiple functions; this leads to bugs like those
we describe in §5.3. In a sense, what Casemate does is bridge
this gap between the events and the code. This could be
done by brute force, merely recording all events and running
(our extension of) the axiomatic break-before-make check of
Simner et al. However, working directly with the axiomatic
memory model requires tackling a significant state space
explosion: one needs to keep track of the entire execution
and do an after-the-fact check. Instead, Casemate checks
that the hypervisor adheres to a clean discipline which then
enables a tractable check on each step, without remembering
the entire execution up to that point.

At its core, Casemate enforces break-before-make (BBM)
by tracking for each PTE, where in the BBM protocol it logi-
cally is. We do this by keeping a shadow copy of the page
table memory, where each location is annotated with a small
automaton (whose high-level structure we sketch in Fig. 3),
whose state captures: whether this location is reachable by
an MMU (see below); if so, whether the descriptor is valid
or invalid; and, if unclean, which of the relevant TLB main-
tenance operations steps have been taken. This allows us,
when an action pertaining to that PTE is performed (for ex-
ample a write to it) to determine whether it is a potential
BBM violation (either a true positive, or because our model
is an over-approximation).

invalid |

! DSB !

! . . |

1 :

| TLBI by TLBI by !

! IPA VMID |
I

! |

I

- - = =5 UNCLEAN > > >s@--r->
Write | DSB TLBI ALL DSB | 8ync

I

Figure 4. Per-PTE thread-local TLB state automaton.

For example, the ‘unclean’ state in the automaton corre-
sponds to a location whose memory value has been updated,
but the necessary TLB synchronisation has not been per-
formed, and so it would be a BBM violation to attempt to
write a conflicting entry to that location. This is a global state,
but a thread-local sub-automaton tracks the local progress
of any cleaning, shown as a dashed box in the figure (and
expanded upon later).

For all threads to agree on this global state, all accesses to
the page tables must be serialised; we discuss this in §3.3.

Tracking TLB maintenance. To simplify checking, we
assume it is the responsibility of the thread that writes an
invalid entry to clean that entry. Architecturally, this is not
required, and it could be relaxed in the checker in future,
but current systems code seems to conform to this. For each
unclean PTE, we annotate it with a thread-local automaton,
sketched in Fig 4: it tracks, for the thread that wrote the in-
valid entry, how much synchronisation the thread has done
so far. The states of the sub-automaton track the cumula-
tive effect of TLB maintenance and thread-local ordering,
advancing through the state machine as the software makes
progress through the break sequence as required by the archi-
tecture. Once the thread-local automata reaches the end, the
location can be considered clean for this thread, and this is
then propagated globally on the next synchronisation point.

Hierarchical page tables. The hierarchical nature of the
page tables allows software to reach a number of states
which, while not forbidden by the architecture, are generally
avoided by software. First, page tables need not strictly be
trees: the same page is architecturally allowed to appear in
the same page table tree multiple times, or even in multiple
page tables. For simplicity, we forbid this, although relaxing
to allow general acyclic graphs with constant pages would
be a relatively straightforward extension. Secondly, an un-
synchronised sequence of writes to different levels of the
page table may be observed out-of-order by the hardware
translation table walker. This would permit several page
table shapes to be visible to the MMU simultaneously, a situ-
ation software typically wants to avoid. We therefore check
that writes to the same tree are sufficiently serialised (either
e.g. by locks or hardware memory ordering) so that this can-
not happen. Additionally, invalidating a table entry does not
require all the children to be clean. Software must ensure
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Figure 5. Cleaning an invalid parent.

that all the children are clean, before the invalidated table
entry can be considered cleaned away. Finally, invalidating
a table entry may make the children unreachable (see §3.2).

3.2 Reachability and ownership

Page table memory can be transient: a page can be used
as part of a page table (e.g. starting a new virtual machine,
allocating a new page table), then, when it is not used any-
more (e.g. on killing a VM and freeing its page table), it may
be used elsewhere without triggering BBM violations, or
become part of a page table again later on. Therefore, we
logically partition memory in two:

e Locations which are ‘potentially reachable’, and thus
must always define well-formed page tables.
e Locations which are ‘definitely not reachable’.

We track the automata for locations which are reachable,
and update this partition as locations become, or stop being,
reachable. Tracking which locations are reachable is not
simply a property of the current state of memory: children
of a node remain visible to the MMU, up until each of those
entries are individually cleaned. Fig. 5 demonstrates a case
where this is relevant: cleaning an invalid parent makes the
previously-reachable children now unreachable, as long as
they were also clean to start with. Additionally, Casemate
tracks writes to the base address register(s), marking new
locations as reachable as they become visible, and unmarking
locations once cleaned when no longer reachable. We assume,
but do not check, race freedom of the unreachable locations.

3.3 Ownership discipline

In theory, our model could track a per-thread ‘view’ of the
page tables that can lag behind its latest state, in the style
of the Promising semantics [34], and update it selectively
on synchronisation with other threads. However, this would
significantly increase the complexity of the model and re-
quire keeping a large chunk of the history, even though we
believe software typically does not exhibit data races on page
table locations. Therefore, we assign a single global automa-
ton state per location, with atomic transitions on memory
accesses, barriers, and TLB maintenance.

To ensure data race freedom over the entire page table
tree, we enforce an ownership discipline: assigning to each
page table an owner, and requiring only the owner performs
any transitions over any locations in that page table. For
pPKVM, we can associate ownership to a lock, reducing the
ownership discipline to a lock discipline for almost all cases.

However, there is an exception to reflect pKVM’s behaviour.

In pKVM, every thread owns one leaf page table entry of
pKVM’s own page table. This allows it to safely read or write
to physical memory without having to take its own page
table lock. Those PTEs are thus exempt from respecting the
locking discipline, but we ensure that they are only accessed
by the threads that owns them, enforcing data race freedom.

We also need the different writes to PTEs and their par-
ents/children to be ordered. For this purpose, we introduce
the notion of write authorisation which ensures that the prop-
agation to memory of the writes to the same page table are
not reordered (as in Fig. 8a line 8). Here again, we enforce
more ordering than necessary. The checker for write authori-
sation is tightly integrated with the locking discipline to take
advantage of the ordering and consequent simplicity that it
imposes. However, this is unnecessary for page table entries
that are statically assigned to a given thread. Therefore, we
exempt those from this discipline, and merely check that
none of the parents of those PTEs are written to.

4 Monitoring and Offline Checking

We implement Casemate in two ways: as a monitor, which
test by integrating in the build and execution of pKVM, and
as a trace checker to be run offline on logs. Both of them work
with the same API, which exposes a simple interface of step
functions for the model transitions. Depending on compile-
time configuration, this API is implemented by the monitor,
which executes the model steps online, or a logging shim,
which records the steps for the offline trace checker. This
enables us to both extract lightweight traces to perform the
check later (e.g. for regression testing) with only minimally
invasive changes to the kernel as well as to perform efficient
checking at runtime, even in long-running executions.

Casemate, whether online or offline, executes the steps of
a concrete trace in the model, and reports violations to the
user. Good error reporting is essential in developing and in
using the checker, so we invested considerable effort into
reporting e.g. diffs of abstract page table changes.

Importantly, the API is implemented in a way which inte-
grates into, but does not disrupt the existing hypervisor, and
requires only light instrumentation. Our example integra-
tion in pKVM requires just an additive patch to the Android
kernel tree, adding the (basically) stand-alone library as a
separate compilation unit, and calls to the checker initialisa-
tion and step functions guarded by #ifdefs at specific places
in the pKVM page table management code.
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1 static void kvm_clear_pte(kvm_pte_t =*ptep) {
2 WRITE_ONCE(*ptep, 0);

3 #ifdef CASEMATE

4 casemate_model_step_write(

5 WMO_plain, hyp_virt_to_phys(ptep), 0

6 );

7 #endif /+ CASEMATE x/

8 }

Figure 6. Instrumented Android pKVM source for write-
invalid to page table, arch/arm64/kvm/hyp/pgtable.c

struct pte_state {

enum pte_state_kind kind;
union {

valid_state valid_st;

struct sm_location { z
3
4
5 invalid_state invalid_st;
6
7
8

1
2 u64 phys_addr;
3 u6b4 val;

4 bool is_pte;
5 struct pte_state state;
6 u64 owner;

7}

unclean_state unclean_st;
}
I

Figure 7. Checker C type for a single 64-bit memory location.

Concretely, we annotate each location in the pKVM source
which reads or writes to page table, performs a DSB instruc-
tion, reads or writes relevant system registers (namely, the
TTBRs), or does TLB maintenance. For each, we add a call to
the appropriate checker step function. For example, in the
kvm_clear_pte function, which writes zero to one entry of
a page table, we call the model write step, as in Fig. 6.

4.1 Monitor

We implement the runtime Casemate monitor in kernel-
compatible C. This means that it can be built with the normal
Android Linux-kernel build process, without needing exotic
tooling, and it avoids the need for any other language run-
time. The pKVM hypervisor necessarily runs in an almost
bare-metal environment, without the usual C standard li-
brary (including the usual malloc) or any OS facilities, and
so any online testing that runs as part of the hypervisor has
to do the same. Integration with the kernel codebase means
the checker should be accessible to conventional kernel de-
velopers without a formal-semantics background, and would
likely be essential for upstreaming the checker. Using C also
facilitates making the checker sufficiently high-performance,
as we discuss below. All this said, C of course has downsides
as a specification language, which we have to work around:
it does not have a reasonable sublanguage of pure functional
computation, it requires manual memory management in
the checker implementation, and formally relating the C
checker to the mathematical relaxed virtual memory seman-
tics would be a major research project in itself. We contrast
this with our experience building the Rocq version in §4.2.

4.1.1 The checker ghost state. We keep a global copy of
the model state, which each transition mutably borrows. The
state keeps a ‘ghost’ copy of the memory, where locations are

not just the byte values but a structured datatype including
the automata state (Fig 7). Additionally, the state tracks the
visible page table roots, and any locks and their current state.

Concretely, this state is kept as a large array in memory,
and accesses to it are locked to prevent corruption, which
imposes significant extra synchronisation. Similarly, for the
logging-only instrumentation (for offline checking §4.2), con-
tention on the output channel imposes synchronisation. We
discuss these performance implications in §5.1.

Error reporting. For user-friendliness, Casemate does not
merely report that an error has happened, but identifies a
specific problem. The central problems are BBM violations:
either a valid-on-invalid-unclean, valid-on-valid, or release-
unclean. In support of tracking BBM, we rely on a locking
discipline but also partly check it, and thus report incorrect
lock usage or incorrect synchronisation (transition without
holding the lock, write without authorisation, etc.). Other er-
rors we report include unaligned writes to page table entries
and similar hard-to-spot mistakes. This mechanism identi-
fied the bug in pKVM we describe in §5.3.

4.1.2 The step functions. The checker step functions
implement, in an efficient way, the transitions of the model.
To take one transition as a concrete example, Fig. 8a contains
an outline of the write transition in the checker. It (lines
4-5) reads the current state of the location being written
to, from the model’s ghost memory, and updates the value.
Then, (6) if, in the model’s view, that location is not visible
to an MMU, no further checks are required. Otherwise, (7) it
checks whether the lock which owns the page table for this
location is held by this thread, and whether the transition
has authority to write to that location, i.e. there is enough
hardware synchronisation to ensure this write is ordered
after the previous write to the same table in the same thread.
Finally, (8-) it dispatches to specific transition functions
depending on whether the current state is clean.

In that case, the transition continues with the code in
Fig. 8b. It (lines 2-3) reads the previous value at that address,
and checks whether it was valid. On overwriting one valid
entry with another, it (lines 3-8) checks whether this was
a case that architecturally required break-before-make, and
if so, the model ‘catches fire’ with undefined behaviour (sig-
nalling an error to the user). Otherwise, on a write of invalid
(lines 10-) the state is updated, moving the automata from
valid to invalid-unclean, marking this CPU as the invalidator.

Finally, unwrapping the requires_bbm call in Fig. 8c, we
see it is essentially an encoding of the Arm architecture
requirements as defined by the Arm ARM [11, D8.16.1].
Roughly, break-before-make is required when the old and
new descriptor are valid, when there is a change of OA or
permissions. We overapproximate the definition, by only per-
mitting idempotent writes or updates to the software-defined
bits, marking all other writes as BBM violations.
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1 void step_write(struct transition t) {

2 u64 addr = t.write_data.phys_addr;

3 u64 val = t.write_data.val;

4 struct sm_location *loc = location(addr);

5 loc->val = val;

6 if (!is_reachable(loc)) return;

7 assert_has_authority_to_write(loc, t.write_data.mo);
8 switch (loc->state.kind) {

9 case VALID:

10 step_write_on_valid(loc, val, t.write_data.mo);
11 break;

(a) Checker write step

1 static void step_write_on_valid(...) {

2 u64 old = read_phys_pre(loc->phys_addr);
3 if (is_desc_valid(val))

4 if (! requires_bbm(loc, old, val))

5 return;

6 else

7 CASEMATE_MODEL_CATCH_FIRE

8 ("BBM valid->valid");

9

10 loc->state.kind = INVALID_UNCLEAN;

11 loc->state.unclean_st.invalidator_tid = cpu_id();
12 loc->state.unclean_st.old_valid_desc = old;

13 loc->state.unclean_st.local_st = LIS_unguarded;

(b) Checker write transition on a valid PTE

1 static bool requires_bbm(...) {

2 struct descriptor before = deconstruct_pte(loc, old);
3 struct descriptor after = deconstruct_pte(loc, val);
4 /* see ARM DDI 0487 J.a D8.14.1 x/

5 if (before.kind == PTE_KIND_INVALID

6 after.kind == PTE_KIND_INVALID)

7 return false;

8 if (before.kind == PTE_KIND_TABLE

9 after.kind == PTE_KIND_TABLE)

10 return true;

11 if (before.map_data.oa_region.range_size

12 I= after.map_data.oa_region.range_size)

13 return true;

14 if (! is_only_update_to_sw_bits(before, after))

15 return true;
16 return false;
17 }

(c) Break-before-make check

Figure 8. Excerpts of the C source of the online checker

4.2 Rocq formalisation and offline checking

To establish assurance that the Casemate discipline is sound
with respect to the Arm-A architecture specification, we
formalise the check it does and prove soundness (§6). The
formalisation is in Rocq. From it, we also extract a practical
offline trace checker, as an OCaml command-line tool. This
lets us cross-check the formalised version and the online C
checker, boosting assurance in both; it also lets us explore
the trade-offs of online and offline checking. Our proof is a

paper proof, and it and the formalisation were very useful
in developing Casemate. In principle the proof could also
be mechanised, but, because Casemate is a bug-finding tool,
and any bugs found must be confirmed by inspection, very
high assurance in the tool is not required.

In total, the definition of the automata and the step func-
tions that drive it take 1948 lines of (non-whitespace) Rocq
code. By contrast, the C implementation of the automata is
1493 lines of code and 657 lines of headers containing type
definitions of the state and transitions. The C version has to
do some memory management (262 lines) and contains some
printing infrastructure (421 lines), whereas the Rocq version
has no memory management, and its printing is done by 208
lines of OCaml. The Rocq version is simpler to write, as it
(and its surrounding OCaml) is in a high-level language, but
it is still quite lengthy, reflecting the underlying complexity
of the discipline.

5 Evaluation
We evaluate the effectiveness of Casemate, by:

o demonstrating that it can detect synthetically injected
bugs, of a variety of different kinds; and

e systematically annotating pKVM’s TLB synchronisa-
tion code and uncovering a subtle security-critical
TLB synchronisation bug.

We do all this by running a custom-built battery of high-
coverage tests over pKVM, designed to exercise the corner
cases of pPKVM’s API and pagetable management. We start by
motivating this test suite, and demonstrating it is complete
and performant enough for our needs. We then describe how
we use it in conjunction with Casemate to evaluate the tool’s
ability to detect synchronisation bugs.

5.1 Testing, Coverage and Performance

Regular pKVM development relies on large integration tests
(e.g. booting the Android kernel and running regular Android
tests), or occasionally tests at the kernel syscall level. These
are sufficient for checking for regressions and asserting the
positive (non-error) cases, but typically are not systematic.
To evaluate Casemate we run a collection of tests over pKVM,
exercising its page table management. These tests include
booting the Android kernel, 41 hand-written, self-contained
and narrowly focused test case, and random walks over hy-
percall invocations, which we leave running for up to 48
hours. The testing and coverage infrastructure was devel-
oped for multiple purposes, and is reported elsewhere [10].

Coverage. We patch pKVM with coverage metrics, and
use them to gauge how effective our test suite is. These
tests exercise 18 of the 26 top-level API calls of pKVM (7 of
the remainder are for non-protected vCPU management in
KVM, not relevant here; the last is relevant TLB management,
but called automatically from inside pKVM for protected
VMs). We cover all of the pKVM page table walker code

936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966

968
969
970
971

973
974
975
976

978
979
980
981

983
984
985
986

988
989
990



991

992

993

994

995

996

997

998

999

1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045

Ben Simner, Thomas Fourier, Yeji Han, David Kaloper Mersinjak, Thibaut Pérami, Peter Sewell, Jean Pichon-Pharabod

‘ default monitor checker tracing
32s 422's 466 s 716 s
1Xx 131 X 144 X 222 X

time
factor

Figure 9. Test-suite running times with the default kernel,
online monitor, offline checker, and pure event tracing —
median over 11 runs.

and callbacks for protected VMs, except for two callbacks
pertaining to memory management.

Monitor Performance. Integrating the monitor in pKVM
below Linux at runtime means that performance has a func-
tional impact. Much of the usual kernel operation is time-
sensitive, and taking too long may cause timeouts, leading to
kernel calls into the hypervisor which may obscure the ma-
nipulation of page tables. At the same time, for our checker
to be sound, it often has to touch every memory location that
it thinks could be reachable. This creates a significant chal-
lenge: whereas typically checkers can take as long as needed,
here, to actually exercise the scenarios we are interested in,
we need to achieve reasonable performance.

Accordingly, our implementation uses several optimisa-
tions to achieve adequate performance: by recognising page
tables always come in page-size granularities and are often
contiguously allocated, we use a custom range-map imple-
mentation to efficiently store and look up whole pages of
ghost model state at once; and we cache, for each PTE, the
decoded entry containing the parent, level, and stage. This
reduces the number of software page table walks we need.

pKVM developers routinely use QEMU in their normal
development and testing, making it the appropriate setting
in which to evaluate performance. With runtime checking
enabled, our test suite, which makes around 750 hypercalls,
takes 422 seconds (running the tests sequentially on an In-
tel Xeon Gold 6240, Fig. 9). The time is dominated by the
instrumented exceptions. Linux RCU’s CPU stall detector
triggered between two and three warnings per execution of
our set of tests. This means that we are likely right on the
edge of allowable performance: it is usable in testing with
QEMU, but if it were any slower it would start impacting the
functional behaviour of Linux.

Offline checker performance. Traces can grow quite
large for real systems. For example, pPKVM generates roughly
a million events during initialisation, and additional 133000
events running the test suite. This means performance is a
constraining factor for practical use.

We obtain some whole-execution traces by running our
whole pKVM test suite. Generating the trace takes 716 sec-
onds in QEMU. Much of this time is in extracting the trace
via the emulated serial driver; one could instead use (newer)
tracing tracing infrastructure to extract traces real time. The

10

extracted offline checker then takes 466 seconds to check the
trace, comparable to the online monitor (Fig. 9).

5.2 Detecting injected bugs

We show that Casemate can find a variety of subtle synchro-
nisation bugs by manually injecting a number of representa-
tive bugs of different kinds:

eliding DSB barriers;

e removing one or more TLBI instructions;

o replacing TLB maintenance with thread-local versions,
other variants, or shifting or reducing the range;

o cliding or mutating the VMID context-changes around
TLB maintenance; and

e cliding of memory barriers or substitution of memory

order on page table accesses.

This is by no means an exhaustive list of all the possible
ways to get page table management wrong, but covers a
reasonable variety of possible kinds of error: using the wrong
TLB maintenance instruction, insufficient synchronisation
around it, or incorrectly managing context-switching around
VMIDs.

We inject 10 such bugs into the source of pKVM, covering
all of the above categories. Casemate finds 9 of them: one
injected bug was not found by Casemate as the Android14
pKVM kernel does not hit it — as Casemate is a dynamic
check it can miss executions which do not occur in practice.

5.3 Uncovering a real bug in pKVM with Casemate

Casemate is strict enough to discover bugs caused by insuffi-
cient synchronisation, but liberal enough to be applicable to
production systems code, admitting its intended synchroni-
sation discipline. We demonstrate this by applying Casemate
to traces of pKVM, and in doing so discover a TLB synchro-
nisation bug, that transiently exposed memory that should
have been private. Inspection of the pKVM code during de-
velopment found a further TLB synchronisation bug during
pKVM'’s initialisation, which was also reported and fixed.

We now walk through the security-critical TLB synchro-
nisation bug we found in some detail, both to show the kind
of errors Casemate can catch, and as an example of the kind
of bug that appears in such code.

Stage 2 break. pKVM has separate code sources for the
break-before-make sequences for Stage 1 and Stage 2 trans-
lations, as their requirements are slightly different. Fig. 10a
contains the Android source of the ‘break’ part for a stage 2
break-before-make sequence. It starts by writing an invalid
entry to the page table (line 3), before dispatching TLB in-
validation (lines 9-13). The TLB invalidation sequence is
different depending on whether the old entry was a leaf or a
table. As an example we examine only the first case, that the
previous value was that of a table entry, and we inline the
code of the invalidation into the function for clarity.
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1 static bool stage2 try_break pte(...) {
2 ...

3 if (!stage2_try_set_pte(ctx, 0))

4 return false;

5 ...

6 if (kvm_pte_table(ctx->old, ...)) {

7 // ... 1In kvm_tlb_flush_vmid

8 struct tlb_inv_context tlbcxt;

9 enter_vmid_context(mmu, &tlbcxt, false);
10 __tlbi(vmallsl2elis);

11 dsb(ish);

12 isb();

13 exit_vmid_context(&tlbext);
14 } else if (kvm_pte_valid(ctx->old)) {

(a) pKVM Stage 2 ‘break’
(arch/arm64/kvm/hyp/pgtable.c).

1 static void enter_vmid_context(...) {

2 vcpu = host_ctxt->__hyp_running_vcpu;

3 /x

4 * If we're already in the desired context,
5 * then there's nothing to do.
6

7

8

9

*/
if (vcpu) {
} else {
10 /* We're in host context x/
11 if (mmu == host_s2_mmu)
12 return;
13}
14 dsb(ish);

16 if (vcpu)

17 __load_host_stage2();
18 else ...

19 isb();

20 }

(b) pPKVM VMID-switch code
(arch/arme4/kvm/hyp/nvhe/tlb.c).

Figure 10. The pKVM bug identified by Casemate

The key part of the break is the TLB maintenance to in-
validate any cached entry of the old PTE for that VMID, this
is achieved with a single TLBI VMALLS12E1IS instruction
which clears all stage 1 and stage 2 cached entries for the
current VMID. This needs DSB barriers before and after it to
synchronise it with the other instructions in the thread. Be-
fore performing the TLB maintenance, software must ensure
the target VMID is set as the current VMID in the VTTBR.
Both the VMID-switch and the TLB maintenance requires
(at least) a DSB, and so Android re-uses the synchronisation
in one for the other, in enter_vmid_context (Fig. 10b). So
the code must do a sequence of:

dsb set-VTTBR isb tlbi dsb reset-VTTBR isb

The VMID-switch function has an optimisation: if the right
VMID is already loaded, there is no need to do the switch.
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However, the synchronisation had dual responsibility, not
just for the VMID-switch but also for the break-before-make
sequence which uses it. This means that breaking a PTE for
an already-loaded VM would fail to synchronise the TLB
maintenance, potentially permitting that VM to continue to
access memory which it logically no longer owns. This was
reported and fixed before the release of Android15.

6 Soundness

To put Casemate on a solid basis, we relate it by paper proof
to the axiomatic VMSA model of [51], slightly extended:

Theorem 1. The axiomatic VMSA model refines Casemate.

To state Theorem 1 precisely, we need to bridge the gap
of style between the two models: the axiomatic model works
on event graphs, while Casemate works on traces.

We sketch the high-level structure of this proof and its
salient points in this section, and present its detail in the
supplementary material [9]. To show the refinement state-
ment above, we introduce an intermediate model, which we
call the axiomatic simplified model (ASM), which is in ax-
iomatic style, but internalises the state tracking of Casemate;
we then show that the VMSA model refines the axiomatic
simplified model, which itself refines Casemate. Moreover,
we show that the linearisation imposed by working on traces
does not imply a blind spot that would make Casemate miss
some break-before-make violations: there always exists a
linearisation. This latter property is important for our use of
Casemate on traces resulting from logging, which (by con-
tention on the output stream) imposes extraneous ordering.

Axiomatic simplified model. The axiomatic simplified
model aims to bridge the two models. It differs from the ax-
iomatic VMSA model in the detection of break-before-make,
which it purposefully over-approximates. Concretely, it in-
ternalises the locking discipline for page tables of Casemate,
and it tracks potential violations of break-before-make in
terms of a mostly thread-local sequence of events, rather
than the indirect constraints on write ordering existentially
quantified in the axiomatic model. It does not have its own
notion of consistency, but instead uses that of the VMSA
model.

To track the page table locking discipline, we make three
assumptions: (1) That we can identify events that are part
of the implementation of a lock. We do this by relying on
the division of memory assumed by Casemate, which re-
quires that all locks are in a region of memory separate from
page tables and VM memory. (2) That we can identify, in
the lock implementation, the locking with a distinguished
read acquire event, and the unlocking with a distinguished
write release event, which the ticket lock implementation of
pKVM satisfies. (3) That the lock implementation is correct,
enforcing alternation between lock and unlock events.
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Erasure. Relying on these requirements, in the axiomatic
simplified model, we erase events unrelated to page table
accesses, keeping only events on page table entries and only
lock and unlock events. Focusing on the page table events
means that, unlike for some DRF-SC properties, we do not
need to reconstruct a counterfactual execution: it is enough
for Casemate to scan the page table events and look for
violations of break-before-make in situ.

Left refinement: VMSA C ASM. The axiomatic simplified
model accepts certain BBM sequences, which we relate to
actual BBM sequences of the VMSA model. The proof is
by relational algebra, showing that the edges of the VMSA
model subsume those of the axiomatic simplified model.

Right refinement: ASM C Casemate. The axiomatic sim-
plified model still works on execution graphs as opposed to
the traces of Casemate, but is quite close to it. In particu-
lar, thanks to the locking discipline, the state transitions of
Casemate correspond to clear sequences of states in the ax-
iomatic simplified model. The main challenge is to show that,
for any execution of the axiomatic simplified model, there
exists a trace — that is, a linearisation that is compatible with
program order and lock order. To do this, for every deviation
from the discipline that would prevent the linearisation, we
identify a clause of Casemate that makes the trace catch fire.

We also show that Casemate works for any linearisation:

Lemma 2. Given a consistent execution X with a break-
before-make violation, Casemate reports it on any trace of X.

Extending the break-before-make predicate. The for-
mal break-before-make predicate of the VMSA model of Sim-
ner et al. [51] only considers the simplest, most expensive
invalidation method, using a DSB; TLBI all; DSB. In prac-
tice, systems code like pKVM, use lightweight, multi-step
invalidations. Therefore, we extend the break-before-make
predicate to handle two-stage invalidation by IPA and VA.

7 Related work

Improving reliability of operating systems and hypervisors
despite the complexity and unclarity of the hardware support
they utilise is a long-standing challenge. Efforts along this
line span from the industry state of the art — integration tests,
and testing the system in production on its users — to more
principled approaches: from adapting code sanitisation tools
to work on systems code, all the way to formal verification.
Casemate, as a lightweight formal method [17, 32, 33, 41],
shares aspects with both ends of the spectrum: it is a testing
tool, but one tightly connected to ground truth about the
architecture via our refinement theorem. Technically, it is
most related to verification efforts, which we now discuss.
Microsoft’s Hyper-V hypervisor was one of the targets
of Verisoft XT [8, 14, 38], an ambitious, early hypervisor
verification project. It is written in a mixture of C and x86-64
assembly, and was not designed for verification. Verification
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relied on a custom, ad-hoc semantics of combined C and
x86-64 assembly [19]. While groundbreaking, this project
was only able to verify a small fraction of the hypervisor,
and did not properly address concurrency.

The more recent HASPOC [13] relies on an early formal
instruction semantics of ARMv8 in HOL and L3 [23, 24],
and is multicore, but has a static partition of memory, which
means they avoid much of the complexity of virtual memory.

seL4 [36, 37] relies on abstractions over an ad-hoc formal-
isation of ARMv7 virtual memory [55-58] without relaxed
memory. In fact, it was designed for a sequential setting, and
has so far only been ported to sequential consistency [49].

CertiKOS [29, 30, 50] is a de novo operating system de-
signed for verification. Its design is significantly different
from classical systems code, and incompatible with com-
mon C programming idioms, which makes it not applicable
to codebases like pKVM. Moreover, it essentially assumes
sequentially consistent concurrency.

SeKVM [39, 40] inserts itself to replace KVM with a hyper-
visor written for verification which is in a sense a successor
to CertiKOS. Tao et al. [59] extend SeKVM to account for
relaxed memory with respect to an ad-hoc model of Armv8
virtual memory, which assumes that translation reads behave
like normal reads. It has been since clarified [51] that transla-
tion reads are, in several respects, substantially weaker. The
requirements that they make of page table manipulations
to obtain a manageable state (via data-race-freedom) are, as
expected, broadly similar to ours.

8 Conclusion and Future Work

The Casemate runtime monitoring of pKVM’s management
of the Arm VMSA architecture identified a significant bug
in pKVM. Could it be applied elsewhere, and could it be
extended to other architecture-related code disciplines?

We target pKVM as an example, but the machinery and
model is not specialised to that particular hypervisor. Case-
mate should be applicable to other Arm-based hypervisors
and OS kernels, including Linux, non-protected KVM, and
other hypervisors for the Android AVF framework (which
is designed so that the hypervisor can be swapped out [15,
16, 27]). We believe this would largely be a matter just of
adding the appropriate instrumentation calls and linking to
Casemate, though one would also need testing infrastruc-
ture, and one might have to modify or extend the Casemate
discipline. Developers associated with other major industry
hypervisors have expressed interest in applying the tool.

The current version of Casemate strikes a balance between
expressivity and simplicity, but there are several avenues for
extending tracking, to instruction/data cache management
and to more of the VMSA. We could track cache maintenance
requirements associated with cacheable or executable map-
pings (not of the pagetables); we could refine our improved
break-before-make predicate to be more complete, and to
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account for more invalidation methods; and we could cover
requirements around access flags and dirty bits.

Casemate is designed bottom-up, trying to meet the com-
plexity of systems code from below. A different approach
would be to approach it from above: starting from the ax-
iomatic memory model, and incrementalising it so that it
does not suffer from the state explosion that naive state
exploration leads to. One could also start from a more trans-
actional property such as wDRF, proving soundness w.r.t
the underlying architecture, and building runtime-checkable
models above it.

Finally, Casemate is designed for testing, but it also an
important step towards foundational verification of systems
code, as an intermediate model that is firmly grounded on
the Arm architecture semantics but abstracts from much
of its relaxed-VMSA complexity. This is analogous to DRF-
SC properties, which let one reason in an SC model about
race-free code: Casemate is a checking model, which explic-
itly reports when its assumptions are violated, rather than
silently behave incorrectly. The general idea would be to
take a verification that assumes sequential consistency, and
replace the corresponding map from location to value by our
automata for page table locations.
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